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Abstract

Smart healthcare, driven by the Internet of Medical Things (IoMT), is transform-
ing contemporary medical practice by enabling continuous monitoring, intelligent
diagnostics, and data driven clinical decision making. This paradigm shift has led
to an unprecedented explosion of healthcare data, with medical images constitut-
ing a dominant and diagnostically critical component. The pervasive generation,
transmission, and storage of such sensitive visual data across distributed healthcare
infrastructures introduce concomitant security and privacy risks, typically including
(a) unauthorized access, disclosure or modification; (b) substitution; and (c) forgery;
thereby undermining trust in clinical outcomes. Consequently, ensuring compre-
hensive medical image security across the data lifecycle has therefore emerged as a
foundational requirement for trustworthy and resilient smart healthcare ecosystems.

To address these risks, medical image security has traditionally relied on encryp-
tion techniques for confidentiality and watermarking techniques for integrity and au-
thenticity. However, existing encryption techniques are often constrained by subop-
timal key scheduling, weak permutation-diffusion architectures, and vulnerability to
cryptanalytic attacks, while watermarking approaches suffer from insufficient robust-
ness, elevated computational cost, authentication ambiguity, inadequate diagnostic
utility assurance, and limited practical suitability for loMT enabled healthcare. Mo-
tivated by these limitations, this thesis investigates principled security mechanisms
for medical images, structured around two complementary objectives: achieving data
confidentiality during transmission and storage, and addressing data integrity and
authenticity during medical data utilization.

From a data confidentiality perspective, the thesis proposes a series of novel image
encryption frameworks grounded in key scheduling mechanisms and permutation-
diffusion architectures. These contributions include robust key scheduling strategies
through the design of mathematically enhanced chaotic maps, structured permuta-
tion and diffusion mechanisms tailored to the statistical characteristics of medical im-
ages. The first contribution presents a lightweight synchronized chaos driven encryp-
tion framework that combines structured spiral scrambling with efficient diffusion to
achieve effective security performance. The second introduces a hybrid encryption
approach that integrates learned latent representations with fractal curve obfusca-
tion and coupled chaos guided diffusion, providing robust confidentiality assurance.
The third contribution introduces a novel nonlinear chaotic map and employs it
within a encryption scheme harnessing a dual stage shuffling and feedback driven
diffusion pipeline to enhance key sensitivity, propagate local changes globally, and
to substantially improve attack resistance.

On the integrity and authenticity front, the thesis develops a robust watermark-
ing framework that binds patient identity and biometric information to diagnostic
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images. The framework employs adaptive embedding via singular value decompo-
sition and quantization to ensure imperceptible yet resilient embedding, along with
randomization enhanced secure data handling. Importantly, the framework is inte-
grated with a clinically relevant kidney stone segmentation framework, ensuring that
only verified medical images are admitted for automated analysis, thereby reinforcing
trustworthy diagnostics.

Collectively, the contributions of this thesis realize reliable and secure handling of
medical images in smart healthcare environments. The proposed frameworks guar-
antee core security aspects such as confidentiality, integrity, and authenticity across
practical transmission, storage, and usage scenarios, while preserving diagnostic util-
ity and computational efficiency. Extensive experimental evaluations demonstrate
strong resistance to diverse attacks, confirming their suitability for medical image
security. The thesis finally culminates by discussing potential future research direc-
tions.
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